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2-Factor Authentication (2-FA) is an
extra layer of security that is known
as "multi factor authentication."

How Old Is
2-Factor?

It is a form of authentication that
requires not only a password and
username, but also something that
the user, and only, the user has.

Wheo Uses 2-
Factor
Authentication?
A% .
t v i




There are three types of factors:

Something you know, such as a
personal identification number
(PIN), password or a pattern

Something you have, such as an
ATM card, phone, or fob

Something you are, such as a
biometric like a fingerprint, your
face, or your voice




+ Something you know and something
you are.

» Something you know and something
you have.

« Something you have and something
you are.

+ The permutations are endless... or are
they?




Older than you think!

2FA is nothing new. When you use
your credit card and you must enterin
your ZIP code to confirm a charge,
that's an example of 2FA in action.
You must provide a physical factor,
the card, and a knowledge factor, the
ZIP code. -

i
o -:t;ar.»-




Who Uses 2-Factor
Authentication?

GH Y6

&

‘ B Microsoft YAHOO,'

¥Dropbox ) inked

EVERMNOTE

Mail Chinmyp
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1. Turn on 2-factor in the Sysapp.

¥ Enable Two-Factor Authentication
Two-Factor Mode: | Authenticate each time v

Hours: [
Two-Factor [D: |k

Two-Factor User Limit: o

httos:d/owtest oo comi/SvetamiNebhSunnartBuild | aginasos

2. Enable 2-factor in the user account under Setup.

Rale:
User Status: Active o
Inactive ]

Locked [ |

Use Single Sign-0n |
Use Two-Factor Authentication |

https-f/gwtest pgcale.com/GW40SupportBuild29/Login aspx

10.










Duo Authentication

Protect Your PG Calc Account

Two-factor authentication enhances the security of your account by using
a secondary device to verify your identity. This prevents anyone but you
from aCCessing your account, even if they know your password,

This process will help you set up your account with this added layer of
SECUriTy.

13.



Duo Authentication

What type of device are you adding?

@ Moblle phone scoumEnDED
Tablet (IPad, Nexus 7, e1c )
Landline

Continue
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Duo Authentication Duo Authentication

=.I= Enter your phone number

NN b This? Of
meed help? | Uinited States

Enter your phone number

United States v

Powered by Duo Security

+1|

ex: (201) 234-5678

+1 ‘ 7817716697 v

ex (201) 234-5678

E (781) 771-6697 15 this the correct number?
m T
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What is this? OF
Nega hlg?

Powered by Duo Security

Duo Authentication

Verify Ownership of 781-771-6697

1. 'We can call or text you with a verification code.

2. Enter yous B-gigit code:

Duo Authentication

Verify Ownership of 781-771-6697

1. 'We can call or text you with a verification code.

mwmtﬂtm

2. Enter your 6-cligin coce:

S
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Duo Authentication

-|I‘ My Settings & Devices
Al L J

What is this? f

Nasd 2 (% 105 781.771-6697 just Appen

Powered by Duo Security

Default Device:  jOS 781-771-6697

Whenllogin: | Ask me to choose an authentication method

v

E ol ke ok

=0
FNaw
Whatis this? €

Need nelg?

Powvered by Duo Security

Duo Authentication

My Settings & Devices

(1 i0S 781.771-6697 just aopen

Defaul Device:  §0S 781.771-6697

When llogin: | Ask me to choose an authentication method

Automatically send this device a Duo Push

Automatically call this dewice

17.



Description

Duo Authentication

Pushas & logn request to your phone or tablat (if you have Duo Mobile installed and
aclivated on your i0S, Andmid, or Windows Phona davice). Just raviaw the requast and
lap Approve o log in,

Choose an authentication method | Authenticate via phone callback.

- Lag in using & passcode, ether generated with Duo Mobile, sent via SMS. generated by
Duo Push recommenpen yousr hardware token, or provided by an administrator,

Click Send codes 1o gel a new baich of passcodes texied o your phane.
Q call Me

E Passcode

Enrollment Ein prompt that you'll normally see when |0g]

18.
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All GiftWrap clients are eligible,
including:

- SaaS customers

« Silver, Gold, and Platinum

customers
- Enterprise customers™

* may require custom set up - and pricing

20.
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- Any organization interested in
enhanced security

- Both service providers and charities/
non-profits (although the former are
likely to be more aware of enhanced
security)

- Financial services organizations
seeking to conform to Federal Financial
Institutions Examination Council
(FFIEC) guidelines

- Big hospitals and colleges/universities

22.
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Standard pricing for 2-factor
authentication is as follows:

- 1-Time, Set Up Fee: $250

- Annual Maintenance Fee: $500

- Monthly License fee: $6/user/monthin
blocks of 5

- Hardware Token: $20/token one time

2 current customers:
« BNY Mellon, for whom custom pricing
isin effect
« Christian Church Foundation, for whom
standard pricing is in effect

24.
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Q: Is there a 2-factor product row in Sugar:
A: No; plan is to have an entry for Security Module

Q: Does it affect password resets or other routine
operations?
A: No, unless the operations are specifically related to
2-factor

Q: Does the administrator have choices in applying 2-
factor?
A:Yes. The admin can choose its periodicity, as
follows:

1 ML Upload Reader Eratled O Enadle Singla Sign-0n
(1P Fitesing Erabled # Enatle Two-Facter Aathentication

# Enable Payment Sumenary Emails Tweo-Factor Mode: | Autherticabe each fimes ”
I Disable Seif Fassword Reset Hours:

(2 Lock Cliant Account T~ Factor [ |
ance per celendsr day L

Autherbcate spae b n hsums ;l

26.
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Application Portal

@ vehex

#zendesk

10 — by

clarizen sann . amazon.

29.
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| [ Enable Twe-Factor Authentication 7] Enable Single Sign-On
Two-Factor Mode: | Authenti Single Sign-On User Limit: | |

Hours: 1
O —

Two-Factor User Limits [ |

Use Single Sign-0n

Use Two-Factor Authentication &
- ® an Chanities

() Selected Charities Sebect

© Speche Charity |

32.
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All GiftWrap clients are eligible,
including:

- SaaS customers

- Silver, Gold, and Platinum

customers
- Enterprise customers™

* may require custom set up - and pricing
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- Any organization interested in
enhanced security

- Both service providers and charities/
non-profits (although the latter are
much less likely to require this level of
enhanced security)

- Financial services organizations
seeking to conform to Federal Financial
Institutions Examination Council
(FFIEC) guidelines

- Big hospitals and colleges/universities

36.
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[ Enable Two-Factar Authantication
Two-Factor Mode: Aythenticate sach bme '
Hawsrs: [

Two-Factor 10:

—
Two-Factor User Limit: [ |
Other

Hesting Level:

| Enterprise Service Fee
Masking Type:

]
Standard Masking ¥

# Trisl License License Expiration Date: 0&/16/2017 =
[ pata Feed and Description |

[ Loek Client Aceournt

1P Filter List

I ML Upload Reader Enabled
| Enable Payment Summary Emads
7] Disable Self Password Reset

40.










Ooc Tie: [Avomil

Hosting
Silver $1.250 $2.500
Gold $3.000 $15.000
Platinum $3.750 $25.000
TP Filtering $250 $500
Data Masking $250 $300
) $500 support plus
¥ Pichion Aiihentation $250 wh“::;‘;:eﬂ; =
blocks of 5
SSO $5,000 $1,000

43.
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